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[bookmark: _Toc63425318]Terms of Service
[bookmark: _1fob9te]OnAtlas.com and RubiconAtlas.org are websites of AtlasNext and Atlas, made available by Rubicon West LLC and its affiliates.

All services and facilities provided through it are provided subject to the following terms and conditions. The Terms of Service, Terms of Use, Privacy Policy, COPPA Disclosure, Service Level Agreement and EU-US Privacy Shield notice and other documents published on the https://onatlas.com/terms page on each of the Websites (the “Terms and Policies”) govern your use of each website. We limit our liability to you in our Disclaimer at paragraph 1.5 and elsewhere below.

1. [bookmark: _Toc63425319]Preliminary
1.1 Definitions

Rubicon West LLC Suite 1200, 121 SW Salmon Street, Portland, OR 97204, USA and its subsidiaries, affiliates, successors or assigns including ManageBac LLC “Atlas”, “we,” “us,” or “our,” refers to the operators of the Website.

“IB Student Registry” refers to the service provided by the International Baccalaureate at http://registry.ibo.org to connect to and share information between students enrolled in International Baccalaureate accredited schools and accredited colleges and universities.

“Member” refers to an individual authorised to use the Website and/or the Service by a School, whether a member of staff of a School, a Parent, or a Student.

“Membership” means an individual’s licence to access our service and associated login information (such as a login email and password), as authorised.

“Parent” means a parent or legal guardian of a student as the case may be. “Parental” shall be interpreted accordingly.

“Service” refers to the services provided through any of our Websites.

“School” refers to a school, school district, or institution, which are primary account subscribers to the Service.

“Student” means a student invited to use the Service by a School.

“Websites” means our websites at managebac.com, openapply.com, the OpenApply mobile app, onatlas.com, rubiconatlas.org, schoolsbuddy.net, the SchoolsBuddy iOS app, the SchoolsBuddy android app, SchoolsBuddy Asia (iOS and Android), clubsbuddy.net, commsbuddy.net, minipd.com, pamojaeducation.com and oxfordstudycourses.com. Use of the term “Website” below means the one or more of our Websites, those which you are a Member, and/or use and access.

1.2 Terms. These Terms of Service should be read as a whole with the other Terms and Policies, and provide the exclusive terms of the relationship between Atlas and (1) Schools, (2) Members, (3) Students other users of the Website, and (4) any other users. With the exception of a valid signed written agreement between a School and Atlas, nothing outside the terms published in our Terms and Policies shall constitute part of any agreement between Atlas and you relating to your use of the Service. Any previous version of these Terms and Policies is superseded by these Terms and Policies. These Terms and Policies govern any Scope of Services Agreement signed between the School and Atlas.
1.3	Subject to Change. We reserve the right to update and change our Terms of Service on 14 days’ notice. Any new features that augment, enhance, or change the current Service, including the release of new tools and resources, shall be subject to our Terms of Service. Continued use of the Service after any such changes shall constitute consent to such changes. Our current version of the Terms of Service is available at the Terms and Policies page of our respective Websites.
1.4 	Violations. Violation of any of these terms by you may result in the termination of (1) your account and/or denial of your ability to access the Websites without notice, and/or (2) the account of the School on 14 days’ notice in writing. Atlas reserves the right to bar use of the Service by any person or entity that has violated the Terms of Service at any time.
1.5 	Disclaimers. To the full extent permitted by law, you agree to use the Service on an “as is” basis and understand that Atlas is not responsible for prohibiting or regulating in any way any information or data provided or transmitted by the Website (“Content“), or provided or transmitted by you or any other person. You confirm and agree that Atlas shall not be liable for any direct, indirect, incidental, special, consequential or exemplary damages, including but not limited to, damages for loss of profits, goodwill, use, data or other intangible losses. This is regardless of whether Atlas has been advised of the possibility of such damages, whether or not resulting from: (i) the use or the inability to use the Service; (ii) the unauthorized access to or alteration of your transmissions or data; (iii) statements or conduct of any third party on the Service; (iv) termination of your account; and/or (v) any other matter relating to the Service.
1.6 	Atlas does not warrant that the Service will meet your specific requirements or that the Service will be uninterrupted or error-free. We shall not be liable for and make no warranties in relation to the Website or its functionality, Content or capabilities of the Website, to the fullest extent that such liabilities can be excluded by law.
1.7 	Content. We provide all information on our Website free of any access charge other than our charges to Schools. The information provided on our Website is provided on the basis that we accept no liability for any of the information published.
1.8 	School and Parents shall:
i. Ensure that information contained in anything sent to Atlas is accurate and does not breach any       third parties’ rights including trade mark, database right, copyright or other intellectual property rights nor is libelous, obscene, menacing, threatening, radicalising, bullying, offensive, abusive, fraudulent, pornographic, criminal nor infringes the rights of other people such as privacy rights or is in any way illegal or unlawful;
ii. Verify the accuracy of any information before sending it to us; and
iii. Ensure that information provided on the Website complies with all applicable laws and, by posting information, agrees to indemnify us in full on request and continue to indemnify us on request against any claim or liability arising in connection therewith.
1.9 Atlas reserves the right to reject any information published to the Website without notice.
1.10 Any views expressed in messaging facilities after you login are not those of Atlas.
1.11 We make no statement and provide no warranty that Content is accurate, up to date or complete and we accept no liability for any loss or damage caused by anything inaccurate or misleading which without limitation, may contain statistical data which may have inaccuracies or errors. If you find that information on the Website is not accurate, please inform your School in the first instance to have information corrected.
1.12 Nothing in these terms and conditions shall exclude or limit our liability for fraud, personal injury or death caused by our negligence, or for any other liability which cannot be excluded or limited under the laws of State of Delaware or under English law (as per clause 9.5 below). Other than the foregoing, all warranties, guarantees or benefits implied or provided by law are excluded to the fullest extent possible and with an absolute limitation of liability capped at the value of the School’s annual subscription fees.
1.13 If any agreements or arrangements are made by you with any third party as a result of your use of     the Website, they are and remain entirely at your own risk.
1.14 Security. You will ensure at all times that (1) you do not share your designated password with any other person, (2) you maintain active and effective security measures to protect the integrity and security of your and our computer systems. You will be responsible for loss and damage suffered by us where any third party abuses the services using your login details and/or computing environment, including hardware and software.
1.15 	Privacy. The privacy of information submitted to or transmitted through the service is governed by our Privacy Policy, which is published at each of our Websites. With regard to children under the age of thirteen (13), an additional COPPA Compliance Policy applies which is available at the same location.
a. The School is responsible for having and communicating a data privacy policy for parents and staff.
b. Any need for parental consent is obtained by the School
1.16 All disputes between the parties arising out of or relating to these terms or the breach, termination or validity thereof shall be referred by either party in writing, first to each party’s representative. The representatives shall meet and attempt to resolve the dispute within a period of thirty (30) working days from the date of referral of the dispute to them.
 
[bookmark: _Toc63425320]2. Services
2.1 Each of our Websites describes the Services which are available. For more information please refer to the specific Website for details of the services available.
2.2 Generally speaking, our services revolve around providing Members with an online system to facilitate and streamline curriculum management, with online access to School information such as academic standards, unit and lesson planning, annual scopes and sequences, as well as acting as a communications medium to facilitate collaboration between Teachers, Administrators and Members.
2.3 Administrators employed by Schools determine the scope and nature of information to make        available to Student and Parents.
 
[bookmark: _Toc63425321]3. Account Terms: Child Online Privacy Protection Act Compliance
3.1 Informed Parental Consent. Before a Student of 13 years of age or less may use the Service or a School facilitates access to a Student (separately to a Parent), the Parent MUST provide a signed copy of the Form of Written Parental Consent (“Parental Consent“) to the school.
3.2 The School is responsible at all times for obtaining Parental Consent, and is wholly responsible for verifying that a parent or legal guardian is properly identified, that the Parent has properly authorised a Student’s access, and has in fact signed the Parental Consent, before signing up or causing to sign up any Student for an account.
3.3 The School must provide a copy of the signed Parental Consent to Atlas within 7 days of a request made in writing
3.4 Indemnification. To the maximum extent permitted by law, and in addition to any other indemnification mentioned in these Terms of Service, the School agrees to fully indemnify Atlas on request and keep Atlas indemnified on request with regard to any claim, if the suit involves claims arising directly or indirectly from failures to comply with this paragraph. The fact that a cause other than a failure to comply with the foregoing paragraph may have contributed to the harm alleged in such suit or proceeding will not in any way diminish the scope or force of this indemnification, even if such other cause is Atlas’ own failure or negligence.
 
[bookmark: _Toc63425322]4. Payment Terms
4.1 The Service is provided on an annual basis. Schools are invoiced in advance on an annual basis for use of the Service, and Schools shall make payment to Atlas net 30 days from the invoice date. The payments are in consideration of the creation, deletion, modification and maintenance of Members, and the license to use the Service. Atlas will not pay any refund or credit if the School terminates or suspends use of the Service before the end of any prepaid period. Each payment is non-refundable.
4.2 Separate subscriptions are required for each of our Services. Pamoja Lesson Suite Services are additionally subject to the service specific terms and conditions held within the Admission Timeline and Fees document available here
4.3 Accounts are automatically renewed for successive periods (each a “Renewal Term”)  equal to the Initial Term, as detailed in the Scope of Services Agreement, SOW, Services Agreement or Framework Agreement. In the absence of a signed agreement detailing the Initial Term, accounts are automatically renewed on an annual basis on the anniversary of the services start date as detailed on our invoice. Notice of termination must be received in writing 45 days in advance of the end of the then current term in order to terminate at the end of the current term. For the avoidance of doubt, the current term is the Initial Term, or any subsequent Renewal Term which has started.
4.4 Schools are solely responsible for any and all duties, taxes, levies or fees (including any sales, use or withholding taxes) imposed on or in connection with payment for Services provided by Atlas.
4.5 Without prejudice to any other rights or remedy that it may have, if the School fails to pay Atlas on the due date for payment of any undisputed invoice, Atlas may:
a.suspend all Services until payment has been made in full; and/or
b.	charge interest on any delinquent amounts owed by Schools to Atlas from the due date at a rate equal to the lesser of i) two (2%) per month or ii) the maximum legal interest rate chargeable per month until payment is made, whether before or after any judgment.
4.6 For any multi-year discount to be enjoyed, 2-year or 3-year Annual Services Fee payments must be received in full on or before the Commence Date of Services.
4.7 Any Non-Recurring Services, as set out in the Pricing Schedule, will be invoiced before each Year in which the services will be performed.
4.8 Any Non-Recurring Services are valid for one year, and expire at the end of the Year specified in the Pricing Schedule.
4.9 Professional Services are assumed to be accepted if no written feedback is provided by the main contact within four (4) weeks of completion.
4.10 If Out of Pocket Expenses (“OPE”) are included in the Non-Recurring Services, the School agrees to pay the amounts indicated with the initial invoice. If the Non-Recurring Services does not include OPE, the School will be billed based on actual expenses incurred. OPE includes, but is not limited to, air travel, taxi, public transportation, lodging, daily meal per-diem, parking and car rental. The School is responsible for all travel expenses incurred for services indicated in this agreement in the event of cancellation for any reason. If travel to your location requires a flight greater than eight (8) hours, we reserve the right to come in a day early.
4.11 The pricing structure for Annual Service Fees for Recurring Services is based on student enrolment numbers. The fee for individual modules can change according to the student enrolment numbers, subject to a minimum of the student enrolment number agreed as of your Services Start Date. The School is requested to provide the current number of enrolled students by programme on an annual basis in order to calculate the fees for the following year.Atlas reserves the right to increase the price of Annual Service Fees each year, however any increase that is due to changes to pricing, and not related to student enrolment numbers, will be limited to 5% or less per annum. Where multi-year payments of 2-year or 3-year Annual Service Fees have been received in full, on or before the Services Start Date, any changes to Services’ pricing structure will not be applied during this 2-year or 3-year period, as applicable.
 
[bookmark: _Toc63425323]5. Cancellation and Termination
5.1It is your sole responsibility to notify us that you wish to cancel your account. This can be done by  e-mailing us at support@onatlas.com with the subject line “Cancellation Request”. We will require written and telephone confirmation of a cancellation request from a School as this will affect the accounts of all Members associated with a School.
5.2 All Content associated with the School and its Students will be unavailable to Members from the time we are instructed to process the cancellation request. As a convenience, we can continue to make the Content available for a period after cancellation of up to 3 months. All Content associated with Members, including (and not limited to) all Content related to the School, data related to Students, contact information, database records will be irrecoverably deleted after 18 months of notification of termination of the Service by the School.
5.3 Subject to 4.3 above, where the School cancels the Service more than forty-five (45) days before the end of the then current term and full payment has been received, the cancellation may take on any date before the end of the then current term, as requested by the School in writing, and the School will not incur any further charge.
5.4 We may terminate the Service to a School upon 180 days’ notice in writing for our own convenience.
5.5 Violation of these Terms of Use. Schools are responsible for the use of the Service by Students and Parents. Misuse of the Service, by any individual, may result in permanent and/or temporary suspension or termination of the School’s account (at Atlas’ sole discretion) without notice if problems are not addressed to the satisfaction of Atlas.
5.6 Atlas reserves the right to refuse the Service to anyone in its own unfettered discretion.
5.7 In case of termination for any reason, Atlas shall either (i) return all content, data etc in a  readable (PDF or Excel) format or (ii) provide the School with the features to do so themselves, provided that Atlas shall not be required to return or delete all or part of the content, data, etc that it is legally permitted to retain
 
[bookmark: _Toc63425324]6. Modifications to the Service and Prices
6.1 Prices of all plans, including but not limited to annual subscription fees to the Service, are subject to change without notice.
6.2 Atlas shall not be liable to you or to any third party as a result of any modification, price change, suspension or discontinuance of the Service, loss of data, or any consequence thereof whatsoever.
 
[bookmark: _Toc63425325]7. Copyright and Content Ownership
7.1 Unless otherwise stated below, Atlas owns all intellectual property rights vesting in the Website.
7.2 Atlas claims no intellectual property rights to Content published and/or loaded to the Service by Members or Schools. You irrevocably grant us a perpetual licence to publish Content on the Websites for the duration of our Agreement with your School.
7.3 Subject to the consent of the relevant School, Members may download material from the Website for their sole purpose of retaining copies for your own personal use alone, subject to rights granted by others to you. The Service is made available to Schools and Members for school administration and academic functions, not for any other purpose, and you shall not access the Service for any other purpose without the written permission of Atlas.
7.4 You may not modify, adapt or hack the Service or modify the Websites so as to falsely imply that it is associated with the Service, or any other service of Atlas.
7.5 Any hypertext links to other sites, which appear on the Website are operated by third parties and use of such a link means you are leaving the Website. We are not responsible for, and give no warranties, guarantees or representations in respect of linked sites or information upon them.
7.6 “ManageBac”, “OpenApply”, “Atlas”, “AtlasNext”, “SchoolsBuddy”, “ClubsBuddy”, “CommsBuddy”, “SummerStart”, “BookJetty” “Pamoja Education”, “Oxford Study Courses”, “Pamoja Online Courses” and “Pamoja Lesson Suite” and our logos are trade names of Faria Education Group Ltd. You may not use these names or similar variants without our written consent.
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8.1  To the maximum extent permitted by law, the School and Members jointly and severally agree to hold harmless and indemnify Atlas, and its parent companies subsidiaries, affiliates, officers, agents, and employees from and against any third party claims arising from or in any way related to use of the Service or Website, including any liability or expense arising from all claims, losses, damages (actual and consequential), suits, judgments, litigation costs and attorneys’ fees, of every kind and nature. In such a case, Atlas will provide the School and Members with written notice of such claim, suit or action.
8.2  Additionally, and to the maximum extent permitted by law, the School agrees to fully indemnify Atlas with regard to any suit or proceeding for damages, if the suit involves claims arising directly or indirectly from your failure to comply with its obligations under the Child Online Privacy Protection Act Compliance paragraphs of these Terms of Service. The fact that a cause other than your failure to comply with such obligations may have contributed to the harm alleged in such suit or proceeding will not in any way diminish the scope or force of this indemnification, even if such other cause is Atlas’ own failure or negligence.
 
[bookmark: _Toc63425327]9. General Conditions
9.1 You may not assign or transfer your rights or licences granted under this Agreement. Atlas may  assign, sub-contract or sub-let this Agreement or any part thereof.
9.2 In the event that any (or any part) of these terms, conditions or provisions shall be declared invalid, unlawful or unenforceable such terms (or parts), conditions or provisions shall be severed. The remaining terms (or parts), conditions or provisions shall continue to be valid and enforceable to the fullest extent permitted by law.
9.3 You understand that the technical processing and transmission of the Service, including Content, may occur in an unencrypted form if SSL is not enabled on your computer, and result in transmissions over the Internet, which may be intercepted by others. Loss of SSL may also result from changes in transmissions between networks to conform and adapt to technical requirements of connecting networks or devices. Please look for the SSL notification in the address bar of your browser to ensure that SSL is active during your session.
9.4 If the bandwidth associated with a School exceeds 200 GB in a single month, or significantly exceeds the expected bandwidth allocation for the number of Members associated with the School (as notified by Atlas from time to time), we reserve the right to (1) cap file or image hosting until the School reduces its bandwidth consumption, and/or (2) raise further invoices for your additional bandwidth requirements.
9.5 These Terms of Service will be governed by and construed in accordance with (i) the laws of the State of Delaware, without giving effect to its conflict of laws provisions if you are resident in USA or Canada, or (ii) English law if you are resident in the European Economic Area or elsewhere. Non-contractual claims shall be governed by the same system of law. Any claims, legal proceedings or litigation arising in connection with the Service will be brought solely in Wilmington, Delaware in the case of laws of the State of Delaware, or in England and Wales in the case of English law, and you irrevocably submit to the jurisdiction of its Courts.
 
[bookmark: _Toc63425328]10. Questions & Contact Information
Any questions about this Terms of Service agreement should be addressed to legal@fariaedu.com; or by mail to:
Rubicon West, LLC
Suite 1200, 121 SW Salmon Street,
Portland,
OR 97204 USA;
+1 (503) 223-7600
[bookmark: _Toc63425329]Terms of Use
 
Use of the websites OnAtlas.com and RubiconAtlas.org and all authorized services and facilities provided through it or in relation to it by any School or other institution shall be according to our Terms and Policies.
 
1. Preliminary
1.1 	These Terms of Use are intended to be read as a whole with the other documents published at https://onatlas.com/terms. Terms used below are defined in our Terms of Service.
1.2 	To use the Service you must:
a. be at least 13 years of age;
b. have the written consent of both:
       1. your School,
       2. your Parent,
       In compliance with our Privacy Policy, whether or not you are resident in the US;
c. Provide your legal full name, a valid email address, and any other information requested in order to complete the account registration process, and keep them up to date if your circumstances change.
d. Maintain the security of your account and password;
e. Observe proper security practices on your local computer and/or devices used to access the Service, including using up to date virus protection and a firewall, and other reasonable security measures as may be reasonable in the circumstances which you access the Service. We are not liable for any loss or damage resulting from your failure to comply with your security obligations.
f. Be a human, please. Accounts registered by “bots” or screen scrapers and/or other automated means are not permitted and access will be terminated without notice.
1.3	With the exception of the Content published and included in the Pamoja Online Course and Pamoja Lesson Suite, we do not create any other Content published to the Website;; we simply publish it for your School and you for the better administration of your School’s curriculum and your academic advancement. Your School and your Parents are jointly and severally liable for all use, Content and activity on this Website which relates to you and your account, and thus take full responsibility for all actions by others accessing the Service and/or the Website using your details whether you have authorised them to do so or not and indemnify us accordingly.
1.4 	One person may not have more than one membership.
1.5 	You may not use the Service for any illegal or unauthorized purpose. See our Terms of Service for more information.
 
2. Cancellation and Termination
2.1	You, your Parent, or your School may at any time cancel your access to this Website. When your access is cancelled, or we are requested to do so by your Parent, all of your Content and personal information will be deleted from our Service within 18 months.
2.2 	Your School may at any time cancel its account with us, and we may cancel your School’s account with 180 days’ notice. In the event your School’s account is cancelled for any reason, your content will be deleted without notice to you. Please make sure you keep copies of all of the information published to the Website relating to you, whether or not you upload it yourself.
 
3. Questions & Contact Information
Any questions about this Terms of Use agreement should be addressed to legal@fariaedu.com or by mail to:
Rubicon West, LLC
Suite 1200, 121 SW Salmon Street,
Portland,
OR 97204 USA;
+1 (503) 223-7600
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As a leading provider of integrated education systems, the privacy and security of individuals about whom we process personal data is critical to us. This Global Privacy Notice (“notice”) explains how we manage and protect your personal data (referred to as “data”) when you visit our website (“Visitor”) or use our learning platform services either as a representative of a School to which we provide services (“School User”) or a student or parent of a school which uses our services (a “Service User”). If you are a Service User, for the majority of personal data we process about you, we are a processor and therefore act on behalf of your school and as directed by them. We recommend that you review your school’s privacy notice to understand how your school manages your personal data.
This notice tells you who we are, what data about you we collect in connection with our website and services, and what we do with it.
To learn more about our approach to privacy law compliance and data security more broadly, please visit our GDPR page here.

[bookmark: _Toc63425331]Who are we?
Rubicon West LLC (“Atlas” “we, “us”) is part of Faria Education Group. Atlas is a curriculum planning solution tailored to the school or district and paired with customized learning programs for innovative pre K-12 curriculum leaders. We are responsible for managing your data in connection with our services.
Details of how to contact us can be found below at Who should you contact with questions?

What data about you do we collect?
We use various types of data about you for purposes connected with the management of our website or the delivery of our learning platform services.
Visitor
We may collect and process the following information about you in order to provide you with our website or services:
· We will collect and process the information you provide to us if you register for a demonstration, trial account, blog or webinar, which includes your name, email address, phone number, school name, information regarding the curriculums your school offers and other information collected to provide the website or services. We will also process your name and email address to send you email messages about our newsletters, product updates and other marketing materials. We will only send you such email messages as permitted under applicable law and in line with your marketing preferences which you can update at any time as described below.
· We will collect information through cookies, including analytics information about your use of our website and information about your device, internet connection, browser, location, page and search terms used, etc. Learn more about how we use cookies and similar technologies in our cookies policy
· Process a job application which you submit to us. We will collect and process any personal data you provide in your CV / resume and cover letter.
School User
We may collect and process the following information in order to provide your school with our learning platform services:
· your name, title, business telephone number, details about the school you represent, details about your position at the school (e.g., subjects you teach or how long you have worked at the school) and e-mail address used during our registration process in order to communicate with you in relation to the provision of learning platform services to your school.
· responses to our surveys you choose to take.
· your e-mail address to send email marketing to you, including our newsletters and updates as permitted under applicable law and in line with your preferences.
· details of your interactions with us when you contact us with enquiries through our online customer support, or via telephone or email.
Service User
We may collect and process the following information:
· information captured in your student account, provided by you or your parents including information such as your name, email address, nationality, date and place of birth, gender, language, national ID, and parents’ names and contact details, in order to conduct statistical analyses for our own reporting.
· email address in order to request survey responses or feedback from you in relation to future product developments and educational plans.
· feedback and responses to our surveys you choose to take.
· details of your interactions with us when you contact us with enquiries through our customer support system online, or via telephone or email.
For what purposes do we use data about you, and on what legal basis?
· Throughout your use of our website and/or our provision of services to you or a school, we use data about you for various purposes.
· The purposes for which we use data about you, with corresponding legal basis for use, are set out below:
Visitors
	Purpose
	Legal basis for processing

	Management of our website
e.g. site maintenance and analytics of website usage (which will include the sharing of data with Google Analytics).
	It is our legitimate business interest to manage and develop our website.

	Fulfilment of online services
e.g. registering for a demonstration, webinar, blog or trial account.
	We process your data in order to provide you with the online service which you have requested. Our processing is based on your consent.

	Marketing
e.g. to send you marketing emails relating to product updates and other services we think you may be interested in
	We either rely on your consent or our legitimate business interest to send email marketing to you depending on how we collected your personal data and the nature of our relationship. Any email marketing will only be sent to you as permitted by applicable law and in accordance with your preferences which you can update at any time as described below.

	Legal & regulatory compliance and compliance with law enforcement requests
	In some instances, we will be required by law to process your personal data and share it with law enforcement or other government or regulatory bodies. We may also choose to do so in other circumstances, in accordance with our legitimate interests.

	Processing a job application
e.g. if you apply for a job or position via our website
	If you decide to apply for a job with us, we will process your personal data on the basis of our legitimate interests in order to ascertain your suitability for the job.



School Users
	Purpose
	Legal basis for processing

	Customer support activities
e.g. interacting with you via our online customer support or by phone, e-mail
	It is our legitimate business interest to provide customer support to School Users in order to provide the learning platform services to schools.

	Provision and management of learning platform services to school
e.g. managing requests, curriculum standards, managing user accounts, submitting a PO, handling invoices, etc.
	It is our legitimate business interest to provide and manage the learning platform services we provide to schools.

	Marketing
e.g. to send you marketing emails relating to product updates other services we think you may be interested in
	We either rely on your consent or our legitimate business interest to send email marketing to you depending on how we collected your personal data and the nature of our relationship. Any email marketing will only be sent to you as permitted by applicable law and in accordance with your preferences which you can update at any time as described below.

	Sharing data with other third parties Please see “Who do we share data with and for what purpose?” below.
	It is our legitimate business interest to share data with third parties to assist with the purposes described below.

	Legal and regulatory compliance and compliance with law enforcement requests
 
	In some instances, we will be required by law to process your personal data and share it with law enforcement or other government or regulatory bodies. We may also choose to do so in other circumstances, in accordance with our legitimate interests.



Service Users
	Purpose
	Legal basis for processing

	Conducting statistical analyses for reporting
e.g. to conduct data analyses that enables us to improve and develop our services
	It is our legitimate business interest to improve our learning platform services through the use of statistical analyses and reporting.

	Customer support activities
e.g. interacting with you via our online customer support or by phone or e-mail
	It is our legitimate business interest to provide customer support to Service Users.

	Feedback and surveys
e.g. to request survey responses or feedback from you in relation to future product developments and educational plans
	It is our legitimate business interest to gather feedback and survey results to improve user experience and develop improved services. We store this data in anonymised form.

	Sharing data with other third parties Please see “Who do we share data with and for what purpose?” below.
	It is our legitimate business interest to share data with third parties to assist with the purposes described above

	Legal & regulatory compliance and compliance with law enforcement requests
	In some instances, we will be required by law to process your personal data and share it with law enforcement or other government or regulatory bodies. We may also choose to do so in other circumstances, in accordance with our legitimate interests.



Please note that we do not process any special category data about you (e.g., information of race or ethnicity) for our own purposes. You may be requested to provide such information by your school which may be passed to us for processing but we do not use it for any other purpose.
In some instances, we may use personal data about you in ways that are not described above. Where this is the case, we will provide a supplemental privacy notice that explains such us and consent if required. You should read any supplemental notice in conjunction with this notice.

[bookmark: _Toc63425332]Who do we share your data with, and for what purposes?
Sharing data with other organisations within our group
We share data across our Group for various purposes such as:
· Customer support activities (e.g. our online support or contacting us via our e-mail or telephone) may be undertaken by our offices in China, Taiwan, UK, Canada or the US depending on your school’s location and the time of the day of your inquiry.
· Management of learning platform services (e.g. bulk process requests, importing curriculum standards, importing users) will be processed in the US, UK, China, Taiwan or Ukraine.
· Billing inquiries (e.g. submitting a PO, handling invoices, etc.) will be processed by our offices in Hong Kong and Taiwan.
· System usage and platform hosting is provided from our offices in Canada or the US.

Sharing data with third parties
· If you are a Service User, we will share data with education partners as instructed to do so by your school such as exam awarding bodies for exam registration, moderation and coursework submission or integration partners, such as other school systems providers, as instructed by your school.
· We may share data about you with our third-party service providers, such as IT providers or customer support services. A list of our Subprocessors can be found here.
· We may share anonymised data, feedback and survey results with third-party service providers, such as other school systems for research purposes.
· We may share data about you with other third parties, where required or permitted by law, for example: regulatory authorities; government departments; in response to a request from law enforcement authorities or other government officials;
· We may share data when we consider disclosure to be necessary or appropriate to prevent physical harm or financial loss or in connection with an investigation of suspected or actual illegal purpose; and
· We may share data in the context of organisational restructuring
If you would like to learn more about the parties with which we share data, please contact us using the details below at Who should you contact with questions.

[bookmark: _Toc63425333]Where might your data be processed?
As with any multinational organisation, and as a result of the global nature of our services, we are often required to transfer data internationally as described above. Accordingly, data about you may be transferred both within our Group and to third parties internationally.

These countries may not have the equivalent data protection standards to the country in which you provided your data. We will ensure that we implement appropriate data transfer mechanisms to protect your personal data. If data is transferred outside the EU, we will only transfer such data on the basis of a European Commission adequacy decision or, the EU Model Clauses (Standard Contractual Clauses).


If you would like to receive a copy of the information relating to the safeguards we put in place, please contact us using the details below at Who should you contact with questions.

[bookmark: _Toc63425334]How do we protect your data?
Faria Education Group is certified to the ISO27001:2013 standard and implements appropriate technical and organisational measures to protect personal data that we hold from unauthorised disclosure, use, alteration or destruction. Our standard protocols include:

Application security: traffic encryption, strongly hashed passwords, safeguards against vulnerabilities such as cross site scripting, SQL injections, phishing and others. Network security: firewalls and systems to detect suspicious behaviour, stop malicious attempts to gain access, or compromise the resilience of the service (e.g. DDOS attacks).
Organisational security: access policies, audit logs and confidentiality agreements.
Physical security: preventing unauthorized access to infrastructure processing personal data.
Procedural security: IT management processes to minimize the risk of human errors, or testing regimes to identify software weaknesses before releasing new features to our cloud services, or policies to ensure data is only processed on instruction from our customers.

[bookmark: _Toc63425335]How long will data about you be kept?
The period for which we may retain data about you will depend on the purposes for which the data was collected, whether you have requested the deletion of the data, and whether any legal obligations require the retention of the data (for example, for regulatory compliance).
We will not retain data about you for longer than is necessary to fulfil the purposes for which the data was collected.

[bookmark: _Toc63425336]What rights do you have over your data?
Depending on where you are resident, you may have some or all of the following rights under applicable law in respect of data about you which we hold:
· request us to give you access to it, and have us provide you with a copy of any data we hold about you
· request us to rectify or update it
· request us to erase it in certain circumstances
· request us to restrict our using it, under certain circumstances
· object to our using it, in certain circumstances
· withdraw your consent to our using it, where our processing is based on consent
· data portability, in certain circumstances
· opt out from using it for email marketing. You may opt out by clicking on the unsubscribe link in the email marketing messages we send you or by contacting us as set out below and we will always comply with this request; and
· lodge a complaint with the supervisory authority in your country (if there is one).

You can exercise these rights, or learn more about them, by contacting us using the details below at Who should you contact with questions?

We may be required to confirm your identity before we action any request from you in connection with your data. This may involve asking you to provide identification documents.

[bookmark: _Toc63425337]Who should you contact with questions?
If you have any questions, or wish to exercise any of your rights, then you can contact our Data Protection Officer at dpo@fariaedu.com
If your country has a supervisory authority, you have a right to contact it with any questions or concerns. If we cannot resolve your questions or concerns, you also have the right to seek judicial remedy before a national court.

[bookmark: _Toc63425338]Changes to this notice
We may update this notice (and any supplemental privacy notice), from time to time as shown below. We will notify of the changes where required by applicable law to do so.

Last modified on August 17, 2020.


[bookmark: _Toc63424730][bookmark: _Toc63425339]GDPR Privacy & Data Protection Addendum

1. 	INTRODUCTION
“Data Protection Requirements”: as applicable: (i) the Data Protection Act 2018, the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) or equivalent legislation, the Privacy and Electronic Communications (EC Directive) Regulations 2003, Directive 2002/58/EC of the European Parliament (the ePrivacy Directive) and all other applicable laws (including judgments of any relevant court of law) and regulations relating to the processing of personal data, data privacy, electronic communications, marketing and data security, in each case as amended, extended or re-enacted from time to time and all orders, regulations, statutes, instruments or other subordinate legislation made thereunder in any jurisdiction from time to time; and (ii) the guidelines, recommendations, best practice, opinions, directions, decisions, codes of practice and codes of conduct issued, adopted or approved by the European Commission, the European Data Protection Board, the UK’s Information Commissioner’s Office and/or any other supervisory authority or data protection authority from time to time in relation to the processing of personal data, data privacy, electronic communications, marketing and data security.   
“Cross-Border Processing” or “School Personal Data Transfers” means any communication, copying or transmission of School Personal Data to a Third Country.
“School Personal Data” means any personal data processed or transferred by the School to Atlas in relation to the Services  Agreement and in connection with the Services.
“Third Country” means any country that is not in the European Union or which has not been recognised by the European Commission as providing an adequate level of protection for personal data under the Data Protection Requirements.
1.1.	For the purpose of this Services Agreement, including this Privacy and Data Protection Annex, personal data and the terms process, data subject, data controller, controller, data processor, processor, subprocessor, personal data breach and supervisory authority shall have the meanings given to them in the applicable Data Protection Requirements.
1.2.	The Parties acknowledge that the School is the data controller and Atlas is the data processor of School Personal Data..
1.3.	The School remains solely liable for upholding data subject’s rights in relation to the processing of such School Personal Data under the Services Agreement, specifically their rights of access, right to request rectification and/or erasure and if necessary the right to object to processing, and the School shall promptly notify Atlas of any request relating to the same received from a data subject.
1.4.	Each Party warrants that it shall comply with all of its obligations under the Data Protection Requirements which arise in connection with the Services, or either party’s performance of its obligations, and that it shall not, in respect of any School Personal Data processed, do any act or make any omission which puts the other party in breach of its obligations under the Data Processing Requirements.
1.5.	The School shall ensure that it has all necessary consents from data subjects or that another legal basis is satisfied under the Data Protection Requirements in order for Atlas’ processing of School Personal Data to comply with the Data Protection Requirements, including without limitation, processing for the purposes of providing international education systems for curriculum planning, assessment, reporting & admissions and related services for students, parents, schools and exam boards.
1.6.	The School’s instructions relating to the processing of School Personal Data shall comply with the Data Protection Requirements and the Customer shall have the sole responsibility for the accuracy, quality, integrity, reliability and lawfulness of the School Personal Data;
1.7.	The School shall promptly notify Atlas if it becomes aware of any breaches of or other irregularities with the Data Protection Requirements.
 
2. 	ATLAS’ OBLIGATIONS
2.1.	General Obligations
2.1.1.  Atlas shall process School Personal Data for the sole purpose of the provision of the Services to the School and any Members and shall act only in accordance with the commercially reasonable documented instructions of the School in respect of the processing of School Personal Data during the term of the Services  Agreement.
2.1.2.  Atlas shall promptly notify the School if, in Atlas’s opinion, the School’s documented data processing instructions breach the Data Protection Requirements, and Atlas shall be entitled without penalty to suspend execution of the instructions concerned, until the School confirms such instructions in writing. Any notification by Atlas under this clause should not be regarded as legal advice and Atlas shall not be required to perform a legal assessment of the School’s instructions. The School shall seek its own legal advice on applicable Data Protection Requirements. If and to the extent Atlas is unable to comply with any instruction received from the School, it shall promptly notify the School accordingly.
2.1.3.  The purpose of Atlas’s processing School Personal Data is the performance of the Services pursuant to this Privacy and Data Protection Addendum. The categories of data subjects and the types of School Personal Data processed under this Addendum are set out in Appendix 1 (School Personal Data).
2.1.4.  Atlas shall provide reasonable assistance to the School in order to ensure the School’s compliance with the Data Protection Requirements and/or in case of inspection by a supervisory authority taking into account the nature of the processing and the information available to Atlas.
2.1.5.  Atlas shall promptly respond to any request of the School concerning the processing of School Personal Data carried out by Atlas, and provide the School with all reasonable information, so that the School is able to: (i) inform the data subjects and respond to their requests for access, objection, rectification, restriction or deletion of School Personal Data; and/or (ii) respond to any administrative formalities concerning the processing of such personal data to the supervisory authority; and/or (iii) comply with all requests of any administrative or judicial authority regarding the processing carried out under the Services Agreement.
2.1.6.  Atlas shall promptly correct any errors or inaccuracies in the School Personal Data which are notified to it either by the School or a data subject, or shall provide a means for the data subject to self-correct any errors or inaccuracies within such personal data, to ensure that such School Personal Data is kept accurate and up to date.
2.1.7.  Atlas shall provide reasonable assistance to the School in order to ensure its compliance with its obligations to maintain a record of all categories of School Personal Data processing activities. In particular, Atlas shall record and make available such School Personal Data for a period of eighteen (18) months from the Services Agreement expiration or termination date, and shall ensure that the School Personal Data records are backed-up regularly throughout this period. Thereafter, Atlas shall destroy all files containing School Personal Data, or return all such School Personal Data to the School, unless required to retain any or part of the School Personal Data by applicable law.
2.2.	Security
2.2.1.  Atlas shall implement appropriate technical and organisational security measures necessary for the processing of School Personal Data and Services to be performed under this Services Agreement to ensure the confidentiality and security of School Personal Data and, in particular, to prevent such School Personal Data from being distorted, damaged or communicated to unauthorized third-parties, and to protect the School Personal Data against any accidental or unlawful destruction, accidental loss, alteration, dissemination and/or unauthorized access, as well as against all unlawful forms of processing provided that, such measures shall ensure a level of security appropriate to the risks inherent in the processing and the nature of the School Personal Data to be protected.
2.2.2.  In case of a personal data breach involving School Personal Data, Atlas shall:
(i) 	notify the School without delay after becoming aware of an actual personal data breach involving School Personal Data, and;
(ii)	take steps to remedy such personal data breach involving School Personal Data as soon as possible so as to minimize the impact of any personal data breach to all relevant data subjects.
2.2.3.  Such notification must contain:
a)   	A description of the nature of the personal data breach including:
•  Categories of School Personal Data concerned;
•  Approximate number of data subjects concerned;
•  Categories of School Personal Data records concerned;
•  Approximate number of School Personal Data records concerned, and;
b)   	A description of the likely consequences of the personal data breach involving School Personal Data and;
c)    	A description of the measures taken or proposed to be taken by Atlas to address such personal data breach, including, where appropriate, measures to mitigate its possible adverse effects.
2.2.4.  Atlas shall document any personal data breach involving School Personal Data, comprising the facts relating to it, its effects and the remedial action taken.
2.3.	Access to Personal Data
2.3.1.  In accordance with confidentiality obligations as defined in the Services  Agreement, Atlas shall not transfer, communicate or disclose in any manner any personal data to any third parties, except to those subcontractors and personnel required to provide the Services to the School (hereinafter the “Authorised Recipients”) for the sole purpose of such Authorised Recipients of performing the Services under the Services Agreement. Where a subcontactor is engaged by Atlas shall ensure that they are appointed in accordance with clause 2.4 below.
2.3.2.  Atlas shall ensure that the Authorised Recipients in charge of the performance Services process the School Personal Data only on a need-to-know basis and are subject to appropriate obligations of confidentiality and security, and bound by a non-disclosure agreement that is least as stringent as the one in force between the parties.
2.3.3.  In case of any investigation or seizure of School Personal Data by government officials, a supervisory authority or any law enforcement authority, Atlas shall take reasonable steps at its disposal to protect the confidentiality of School Personal Data.
2.3.4.  If a Party is compelled to disclose School Personal Data by law, such Party shall promptly notify the other Party of the disclosure order (if and to the extent permitted by laws and/or regulations).
2.4.	Personal Data Transfers
2.4.1.  As part of the Services, the School acknowledges that Atlas transfers School Personal Data all over the world as part of its business operations to facilitate the provision of the Services to the School. Where Atlas transfers personal data to a Third Country, it shall take steps to ensure that it has appropriate safeguards in place to protect the School Personal Data in accordance with Data Protection Requirements. Further information about the transfers and the basis on which those transfers are made is set out in this paragraph 2.4.
2.4.2.  The School provides its prior consent to Atlas transferring School Personal Data between its group companies in UK, USA, Taiwan and Hong Kong, and data centres in Canada, USA Hong Kong, Singapore, Ireland and UK. Where required by Data Protection Requirements, appropriate safeguards shall be in place to cover such transfers, where personal data is transferred outside of the European Union, Atlas has entered into standard contractual clauses issued by the European Commission as required under the Data Protection Requirements.
2.4.3.  The School provides its general authorisation to Atlas’s use third party suppliers, as listed and updated on Atlas’s website via https://www.managebac.com/terms/privacy-policy/subprocessors, https://www.openapply.com/terms/privacy-policy/subprocessors, https://www.onatlas.com/terms/privacy-policy/subprocessors, https://www.schoolsbuddy.com/terms/privacy-policy/subprocessors, and https//www.pamojaeducation.com/terms/privacy-policy/subprocessors which may process School Personal Data on behalf of Atlas (“Subprocessors”) in order for Atlas to provide the Services to the School.
2.4.4.  Atlas shall provide updates to the list of Subprocessors and proposed Subprocessers via https://www.managebac.com/terms/privacy-policy/subprocessors, https://www.openapply.com/terms/privacy-policy/subprocessors, https://www.onatlas.com/terms/privacy-policy/subprocessors, https://www.schoolsbuddy.com/terms/privacy-policy/subprocessors and https//www.pamojaeducation.com/terms/privacy-policy/subprocessors, Schools may object in writing to the processing of its Personal Data by a new sub-processor within thirty (30) days following the update of the list of Subprocessors and such objection shall describe School’s legitimate reason(s) for objection. If a School does not object during such time period the new Subprocessor(s) shall be deemed accepted. 
2.4.5.  Atlas shall include in any contract with its Subprocessors which will process School Personal Data obligations on such Subprocessors which are equivalent to those obligations imposed upon Atlas in this Privacy and Data Protection Addendum. Atlas shall be liable for the acts and omissions of its Subprocessors to the same extent Atlas would be liable if performing the services of each Subprocessor directly under the terms of this Privacy and Data Protection Addendum.
2.4.6.  Where Subprocessors are located in a Third Country, Atlas shall put in place appropriate safeguards to protect the School Personal Data and ensure that such transfers of School Personal Data are at all times in accordance with the Data Protection Requirements. This shall include, entering into and maintaining accurate standard contractual clauses adopted by the European Commission, or, where a Subprocessor is located in the USA, Atlas may rely upon a Subprocessor’s Privacy Shield certification, to the extent that these data transfer mechanisms are considered to be lawful under the Data Protection Requirements (where applicable).
2.5.	Information Requests & Review
2.5.1.  The School shall be entitled to request information and review Faria Education Group’s ISO 27001 certification and related documents, processes and workflows relating to its internal Data Protection and Compliance standards and its obligations set out in this Privacy and Data Protection Addendum. The School shall also be entitled to request Atlas to contribute to and allow for audits and inspections by the School. The School may not exercise its audit right more than once in any twelve month period. The School shall use all reasonable endeavours to ensure that the conduct of any audit by the School or its authorised agents does not unreasonably disrupt Atlas or its business. Any audit by the School or its authorised agents will be limited to an audit of the School Personal Data and the processes relating to the School Personal Data and will not include any information relating to any other customer of Atlas or any other third party. The School will be responsible for any fees or costs incurred from carrying out such an audit.
Any information and review requests can be directed to Atlas’s Information Security Officer at security@fariaedu.com.
3. 	PERSONAL DATA PROCESSING CONDITIONS
3.1.	Atlas’s Server locations
3.1.1.  Atlas informs the School that the Personal Data will be hosted in servers located in the following countries: Canada, USA, Hong Kong, Singapore, Ireland and UK.
3.1.2.  Any change of the server(s) location by Atlas shall be promptly notified to the School and shall be included in the form of a written amendment pursuant to the conditions of this Services Agreement.
3.2.	Atlas’s Information Security Certification
3.2.1.  Faria Education Group is ISO/IEC 27001:2013 certified by BSI under certificate number IS 664562. Implementing ISO 27001 demonstrates a commitment to information security at every level of our organization.
 

 
Appendix 1
School Personal Data
Categories of Data Subjects
Data subjects include:
Students, Parents/Guardians of students, Teachers, School Administrators (“Admin”) and External Advisors.
Types of School Personal Data
The School Personal Data may include the following types of data:
Student First and Last Name
Student Year Level
Student Email Address
Student Password
Student ID Number
Student Gender
Student DOB
Student Languages
Student Nationality
Student IBIS Personal Code
Student FSM/Free or Reduced Lunch Status
Student Pupil Premium / SEN Status
Student SSN Last 4 Digits
Student Activities
Student Grades
Student University List
Student Address and Telephone
Parent(s) First and Last Name
Parent(s) Email Address
Parent(s) Password
Parent(s) Phone Number
Teacher First and Last Name
Teacher Email Address
Teacher Password
Teacher Phone Number
Admin First and Last Name
Admin Role
Admin Email Address
Admin Password
Admin Phone Number
School Name
School Address
Geolocation: coarse (city-level) location data
Browser Type
Machine Model
Access Time
Referring URLs
Page Views
IP Address
Device ID
Device Type and OS
 
 
Purposes
School Personal Data is processed by Atlas for the following purposes:
Providing international education systems for curriculum planning, assessment, reporting, admissions, activities management, transport management and online payments and related services for students, parents, schools and exam boards.


FERPA Privacy & Data Protection Addendum
US Federal Family Educational Rights and Privacy Act (FERPA) Data Security Terms for inclusion in agreements with US schools only.
Protection of Confidential Data
Service Provider agrees to abide by the limitations on re-disclosure of personally identifiable information from education records set forth in The Family Educational Rights and Privacy Act (34 CFR § 99.33 (a)(2)) and with the terms set forth below. 34 CFR 99.33 (a)(2) states that the officers, employees, and agents of a party that receive education record information from the Institution may use the information, but only for the purposes for which the disclosure was made.

Definition
Covered data and information (CDI) includes electronic student education record information supplied by Institution, as well as any data provided by Institution’s students to the Service Provider.

Acknowledgment of Access to CDI
Service Provider acknowledges that the Agreement allows the Service Provider access to CDI.

Prohibition on Unauthorized Use or Disclosure of CDI
Service Provider agrees to hold CDI in strict confidence. Service Provider shall not use or disclose CDI received from or on behalf of Institution (or its students) except as permitted or required by the Agreement, as required by law, or as otherwise authorized in writing by Institution. Service Provider agrees not to use CDI for any purpose other than the purpose for which the disclosure was made.

Return or Destruction of CDI
Upon termination, cancellation, expiration or other conclusion of the Agreement, Service Provider shall return all CDI to Institution or, if return is not feasible, destroy any and all CDI. If the Service Provider destroys the information, the Service Provider shall provide Institution with a certificate confirming the date of destruction of the data.

Remedies
If Institution reasonably determines in good faith that Service Provider has materially breached any of its obligations under this contract, Institution, in its sole discretion, shall have the right to require Service Provider to submit to a plan of monitoring and reporting; provide Service Provider with a fifteen (15) day period to cure the breach; or terminate the Agreement immediately if cure is not possible. Before exercising any of these options, Institution shall provide written notice to Service Provider describing the violation and the action it intends to take. If the Family Policy Compliance Office of the U.S. Department of Education determines that the Service Provider improperly disclosed personally identifiable information obtained from Institution’s education records, Institution may not allow the Service Provider access to education records for at least five years.

Maintenance of the Security of Electronic Information 
Service Provider shall develop, implement, maintain and use appropriate administrative, technical and physical security measures to preserve the confidentiality, integrity and availability of all electronically maintained or transmitted CDI received from, or on behalf of Institution or its students. These measures will be extended by contract to all subcontractors used by Service Provider.

Reporting of Unauthorized Disclosures or Misuse of Covered Data and Information
Service Provider shall, within one day of discovery, report to Institution any use or disclosure of CDI not authorized by this agreement or in writing by Institution. Service Provider’s report shall identify: (i) the nature of the unauthorized use or disclosure, (ii) the CDI used or disclosed, (iii) who made the unauthorized use or received the unauthorized disclosure, (iv) what Service Provider has done or shall do to mitigate any deleterious effect of the unauthorized use or disclosure, and (v) what corrective action Service Provider has taken or shall take to prevent future similar unauthorized use or disclosure. Service Provider shall provide such other information, including a written report, as reasonably requested by Institution.

Indemnity
Service Provider shall defend and hold Institution harmless from all claims, liabilities, damages, or judgments involving a third party, including Institution’s costs and attorney fees, which arise as a result of Service Provider’s failure to meet any of its obligations under this agreement.



[bookmark: _Toc63425340]COPPA Disclosure

Contact Information
Rubicon West LLC
Suite 1200, 121 SW Salmon Street
Portland, OR 97204 USA
Email: legal@fariaedu.com
Telephone: +1 503 223 7600 Fax: +1 503 224 7474

Purpose
This COPPA Compliance Policy is designed to afford children under the age of 13 the protections mandated by the Child Online Privacy Protection Act (“COPPA”). This Policy applies only to users under the age of 13, and in addition to our regular Privacy Policy, available at https://www.onatlas.com/terms

Information Collected
We respect the privacy of children, and do not collect any more personal information than reasonably necessary to enable them to participate in the activities we offer at our Website.
With respect to our online information collection practices from children under 13 years of age: We collect the following types of personal information directly from children online:
1. E-mail address
2. First and last name
3. Identifiers such as information held in a cookie

Cookies:
1. A cookie is a small amount of data, which often includes an anonymous unique identifier, that is sent to your browser from a web site’s computers and stored on your computer’s hard drive.
2. Cookies are required to use the Service.
3. We use cookies to record current session information, but do not use permanent cookies. You are required to log-in to your Eduvo account again after a certain period of inactivity time has elapsed to protect you against others accidentally accessing your account contents.

Please note that parents may consent to the collection and use, discussed below, of the information listed above without necessarily consenting to the disclosure of personal information to third parties.

With respect to the collection by other organizations of personal information from children at our site, we do not have any agreements with outside organizations to collect personal information at our site.

Use and Sharing of Information
The information we collect from children is used:

1. For record keeping
2. To enable them to participate in certain functions of our site, such as use of chat and messaging functions between students and between teachers and students.

We do not have any agreements with outside organizations to collect personal information at our site, and we do not share children’s personal information with anyone other than those who provide support for the internal operations of the Web site and our agents (e.g., contractors who provide fulfillment services or technical support to the Web site). All third parties with whom we share information have agreed to maintain security and integrity of personal information, and have agreed not to use the personal information.

Parental Consent
In order for a child under the age of 13 to use the Web site, we must obtain verifiable parental consent to the information collection practices disclosed in this COPPA Compliance Policy. Such consent is generally to be collected by the School which provides access to the Web site for its students. We may not condition a child’s participation in a service or activity on more disclosure than is reasonably necessary.

Parental Review

Parents can (1) review the information that we have collected from their children online, (2) prevent the further use or maintenance of such information, and (3) direct the deletion of their children’s personal information by:
1. Calling us at the telephone number provided above
2. E-mailing us at the above email address
3. Writing to us at the above address, or
4. Contacting the School



[bookmark: _Toc63425341]Service Level Agreement
[bookmark: _Toc63425342]What is the Service Level Agreement?
The Service Level Agreement is our commitment to customers using Atlas regarding the service we will provide. Please get in touch using the contact details below if you have any questions about this agreement.
 
[bookmark: _Toc63425343]We support:
1. Setup
2. Initial Configuration of the Atlas system, including:
a. Courses & Teachers Import
b. Template set-up
c. Color & Logo
d. Localization of Atlas
2. Initial 4 hours of trainings
3. Technical support requests
4. Providing national sets of educational standards, based on copyright availability
5. Bug Fixes
 
[bookmark: _Toc63425344]We guarantee:
1. 99% system uptime
2. A next business day max response time for all support requests
3. A pledge to protect privacy and safeguard data with daily local backups
4. SSL-encryption for all sub-domains
 
[bookmark: _Toc63425345]We do not support:
1. Network issues (e.g. Internet access failure)
2. E-mail Administration
3. Administrative Tasks (e.g. Reviewing your teacher’s curriculum)

Planned maintenance (down-time) related to the Services will be communicated to the School on prior written notice. The School acknowledges that in certain circumstances, such as security threats, or where emergency or otherwise unplanned maintenance is required, Atlas may only be able to provide the School with very short notice periods, or no notice being given by Atlas at all.
 
[bookmark: _Toc63425346]Questions & Contact Information
Any questions about this Service Level Agreement should be addressed to sales@onatlas.com or by mail to: Rubicon West, LLC, Suite 1200, 121 SW Salmon Street, Portland OR 97204, USA.

[bookmark: _Toc63425347]EU – US Privacy Shield and Swiss – US Privacy Shield

Rubicon West LLC (“Atlas”) respects individual privacy and values the confidence of its customers, employees, consumers, business partners and others.
Atlas strives to collect, use and disclose personal information in a manner consistent with the laws of the countries in which it does business, and prides itself on upholding the highest ethical standards in its business practices. This EU-US Privacy Shield and Swiss – US Privacy Shield Policy (the “Policy”) sets forth the privacy principles that Atlas follows with respect to personal information transferred from the European Union (EU), the United Kingdom (UK) and / or Switzerland to the United States.

[bookmark: _Toc63425348]Privacy Shield
The United States Department of Commerce and the European Commission and the Swiss Administration, respectively, have agreed on a set of data protection principles and frequently asked questions (the “Privacy Shield Framework”) to enable U.S. Companies to satisfy the requirement under European Union and Swiss law that adequate protection be given to personal information transferred from the EU and Switzerland to the United States. Consistent with its commitment to protect personal privacy, Atlas adheres to the Privacy Shield Principles.
ManageBac LLC, ManageBac Inc. and Rubicon West LLC (“we”, “us” or “our”) comply with the EU – US Privacy Shield Framework and the Swiss – US Privacy Shield Framework as set forth by the U.S. Department of Commerce regarding the collection, use, and retention of personal information transferred from the European Union and United Kingdom, and Switzerland to the United States, respectively. We have certified to the Department of Commerce that we adhere to the Privacy Shield Principles. If there is any conflict between the terms in our privacy policy and the Privacy Shield Principles, the Privacy Shield Principles shall govern. To learn more about the Privacy Shield program, and to view our certification, please visit https://www.privacyshield.gov/

[bookmark: _Toc63425349]Scope
This Privacy Shield Policy (the “Policy”) applies to all personal information received by Atlas in the United States from the European Economic Area and the United Kingdom, and Switzerland, respectively, in any format including electronic, paper or verbal.

[bookmark: _Toc63425350]Definitions
For purposes of this Policy, the following definitions shall apply:
“Atlas” is owned and operated by Rubicon West LLC a Delaware limited liability company and its affiliates.
“Personal information” means any information or set of information that identifies or is used by or on behalf of Atlas to identify an individual. Personal information does not include information that is encoded or anonymized, or publicly available information that has not been combined with non-public personal information.
“Sensitive” means personal information that reveals race, ethnic origin, sexual orientation, political opinions, religious or philosophical beliefs, or trade union membership, or that concerns an individual’s health. In addition, Atlas will treat as sensitive personal information any information received from a third party where that third party treats and identifies the information as sensitive.

[bookmark: _Toc63425351]Notice and Choice
Atlas enters into Service Agreements with its Clients in the European Union and the United Kingdom, and Switzerland which may include the processing and/or storage of information relating to their Clients’ customers (students, parents and staff). In these agreements, the Client agrees and recognizes that it is the ‘data controller’ for the purposes of data protection legislation. This means that our EU, UK and Swiss Clients are responsible for complying with the data protection legislation in the relevant Member State, UK and Switzerland national law before it sends its customer data to Atlas for processing and/or storage. This includes informing individuals about the choices and means they offer individuals for limiting the use and disclosure of their personal data.  In order to exercise their rights under this principle, the individual must reach out to their School (our Client), as data controller. Any data processed or stored by Atlas is only used or disclosed to third parties at the request and direction of its European, UK and Swiss Client as the data controller, in accordance with the choices made by the individuals to whom such personal information relates, or when required by law. Any information that our EU, UK and Swiss Clients identify as sensitive will be treated as such.

Atlas has a Compliance Manager who is responsible for the internal supervision of Atlas privacy policies. Atlas also has technicians to handle data security. Atlas continuously educates its employees about compliance with the Privacy Shield Principles and has self-assessment procedures in place to ensure its compliance. Atlas participates in the EU – US Privacy Shield Framework and Swiss – US Privacy Shield Framework as set forth by the United States Department of Commerce.

[bookmark: _Toc63425352]Information Gathering and Usage:
Atlas will take reasonable precautions to protect personal information in its possession from loss, misuse and unauthorized access, disclosure, alteration and destruction.
We use the information provided and that we collect to improve the content and quality of the Service, error correction, improving our marketing, and for administrative purposes.
Your use of the Service results in collection of audit log records, which are collected through third party solutions. These facilitate providing the Service, through web hosting companies or by using analytics providers. This allows us to monitor system and application performance, to track usage activity and to enable our support team to provide you with a professional standard of service when you have any issue.
In the course of providing the Service, we use the information provided to:
a. Process account registration and enrolment;
b. Organize curriculum, activity and assessment information;
c. Compile academic histories and formal academic records;
d. Aggregate, collect and input details of your academics into our system for central management;
e. Compile your profile and the foregoing for your School.
f. Present information entered to other logged in users provided Parental Consent is provided when applicable;
g. Monitor system performance and collect aggregate analytics;

If it is necessary to share information in order to investigate, prevent, or take action regarding illegal activities, suspected fraud, situations involving potential threats to the physical safety of any person, violations of the Terms of Service or Terms of Use, or to comply with any legal requirement such as, but not limited to, complying with a subpoena or cooperating with law enforcement agencies.

[bookmark: _Toc63425353]Access Personal Data
If your personal information changes, you are able to login to keep it up to date by changing your profile. If you no longer wish to receive the Service or if you find that information on the Website is not accurate and you cannot update it, please inform your School in the first instance. You may email us at legal@fariaedu.com if you continue to have concerns. If you do not receive a response to your email to us within 7 days please call us or write to

Rubicon West LLC
Privacy Department
Email: privacy@fariaedu.com
Postal Mail: Suite 1200, 121 SW Salmon Street, Portland OR 97204, USA..

[bookmark: _Toc63425354]Onward Transfer
Atlas shall bear liability in cases of onward transfer.
[bookmark: _Toc63425355]Enforcement:
Atlas will conduct compliance audits of its relevant privacy practices to verify adherence to this Policy. Any employee that Atlas determines is in violation of this policy will be subject to disciplinary action up to and including termination of employment. Under certain limited conditions, individuals may invoke binding arbitration as a last resort before the Privacy Shield Panel. Atlas is subject to the investigatory and enforcement powers of the U.S. Federal Trade Commission (FTC).

[bookmark: _Toc63425356]Dispute Resolution:
ManageBac LLC, ManageBac Inc., and Rubicon West LLC participate in the European Data Protection Authorities (DPAs) and Swiss Federal Data Protection and Information Commissioner dispute resolution process. If you feel that this company is not abiding by its posted privacy policy or is not in compliance with the Privacy Shield principles, you should first contact Atlas’ Compliance Manager by email at dataprivacy@onatlas.com. If you do not receive acknowledgment of your inquiry or your inquiry has not been satisfactorily addressed, you should then contact the European Data Protection Authorities (DPAs) or Swiss Federal Data Protection and Information Commissioner, whichever is applicable.
Contact information for the European Data Protection Authorities (DPAs) in your member state is available here: https://edpb.europa.eu/about-edpb/board/members_en
Contact information for the Swiss Federal Data Protection and Information Commissioner is available here: https://www.edoeb.admin.ch/?lang=en

[bookmark: _Toc63425357]Client Data Storage:
Atlas complies with the EU – US Privacy Shield Framework and the Swiss – EU Privacy Shield Framework as set forth by the Department of Commerce regarding the collection, use, and retention of data from the European Union, United Kingdom, and Switzerland.
If you have any questions, comments, or concerns or wish to update, delete or change any personal information submitted on this Site, or have any questions about our Privacy Policy, please notify us through email or postal mail at:

Rubicon West LLC
Privacy Department
Email: privacy@fariaedu.com
Postal Mail: Suite 1200, 121 SW Salmon Street, Portland OR 97204, USA.

[bookmark: _Toc63425358]Changes To This Privacy Shield Policy
This Policy may be amended from time to time, consistent with the requirements of the Privacy Shield Principles. A notice will be posted on Atlas’ web page: https://www.onatlas.com/terms/privacy-shield/
Effective Date: April 15, 2019

[bookmark: _Toc63425359]Reference:
To learn more about the EU – US Privacy Shield Framework and Swiss – US Privacy Shield Framework, and to view the certification of ManageBac LLC, ManageBac Inc. and Rubicon West LLC, please visit: https://www.privacyshield.gov/




[bookmark: _Toc63425360]General Data Protection Regulation (GDPR)

The General Data Protection Regulation, known as GDPR, went into effect on on May 25, 2018. It is the most sweeping legislation in the last two decades focused on data security and privacy, and significantly updates, extends, and harmonises data protection legislation across the EU/EEA.
To read more about GDPR, please click here.
Atlas has been committed to data privacy for over 10 years and welcomes the new regulation. Atlas has been GDPR compliant since May 2018.
Who is subject to GDPR?
Individuals, organisations and companies that control or process personal data are subject to GDPR. In broad terms, there are three different actors:
· Data subjects (students, families, school employees)
· Data controllers (the school)
· Data processors (systems like Atlas)
As a data processor, we do not decide the purpose or lawfulness of the data we process and store. We are trustees acting on our customers’ behalf. As data controllers, schools remain ultimately responsible for documenting and deciding how data enters our systems. However, GDPR regulations do impose new and stricter regulations on processors. We will fully comply with these requirements for all of our services, including Atlas, and Integration partners.
How is GDPR different from previous data protection laws?
Key areas of difference center on increased accountability for companies, greater access to personal data for individuals, and higher penalties for non-compliance.
GDPR explicitly lays out key rights of data subjects:
· right to be informed
· right of rectification
· right of erasure
· right to restrict processing
· right of data portability
· right to object
· right of access
These rights form the framework for interactions between the data subject, controller, and processor. While the controller (school) remains responsible for respecting these rights, the processor (us) may assist in accomplishing these tasks.
The penalties for non-compliance are not insubstantial. A school found in violation of GDPR may be assessed fines worth up to 4% of total annual revenue. The Information Commissioner’s Office (ICO) is responsible for enforcing GDPR and has a broad range of powers to do so.
What kind of data is covered, and what information are schools allowed to collect?
All personal data concerning an individual (data subject) is included under GDPR. Specifically, personal data that allows an individual to be identified — for example name, address, phone number, photo, etc. — is included under GDPR.
Even if personal data has been encrypted, pseudonymised, or anonymized, it may still fall under the scope of GDPR if the data can still be used to identify a specific individual.

Examples of personal data that our schools collect and store includes:
· Names
· Addresses
· E-mail Addresses
· Phone Numbers
· ID Numbers (passport, national ID, SSN)
GDPR specifies six lawful bases for collecting personal data:
· Consent
· Written contract
· Legal obligation
· Vital interests
· Public tasks
· Legitimate interests
For most schools, the legal basis for data collection relates to either legal obligations as learning institutions, or to legitimate interests.
Most of the bases require that the data processing is necessary, i.e. if you can reasonably achieve the same results and purpose without processing data, then you do not have a lawful basis.
Is Atlas GDPR-compliant?
Yes. Atlas has been designed from the start with personal data protection in mind, and we pride ourselves on offering schools, students, and parents the highest level of security.
We have spent the lead up to May 2018 analysing the new requirements and making changes in our services and internal workflows.
As a part of our commitment to GDPR, Atlas will:
· Ensure organisational and technical security for all services.
· Assist with documentation to demonstrate compliance and keep users informed.
· Provide contract addenda that comply with GDPR requirements for Data Processing Agreements (DPA)
· Offer support when your users exercise their data subject rights.
How does my school become GDPR-compliant?
We cannot directly advise our schools on GDPR compliance, aside from recommending that you seek legal advice as soon as possible, and appoint a team to begin reviewing your current data processing practices. Most of our schools in Europe will be required to appoint a Data Protection Officer (DPO), who oversees your compliance requirements and reports directly to senior management.
In general, GDPR requires you to explicitly record and evaluate how personal data is processed and used. At a minimum, you will need to fully review user data end-to-end, justify why you hold it (using one of the legal bases), for how long you will retain it, and conduct a security review. The purpose of every data point you hold must be defined.
When adopting new technology platforms that involve personal data, you will need to perform a Data Protection Impact Assessment (DPIA). You are expected to monitor and ensure that the systems you use are GDPR compliant.
Lastly, because individual rights have been strengthened under GDPR, we strongly recommend making your users aware of their rights, and establishing clear procedures for responding when users exercise those rights.
I have heard that Atlas is not secure enough under GDPR! Is this true?
GDPR does not specify precise security requirements for cloud-based services. As a data processor, we have a shared responsibility with our schools (controllers) to provide appropriate organisational and technical security, and be able to demonstrate it. GDPR strengthens the liabilities and penalties for companies that are unable to demonstrate those security protocols.
For over a decade, Atlas has successfully protected data from millions of users. We continue to invest in organisational security, network and infrastructure security, and application security to ensure we can offer world-class security beyond standard requirements. We regularly allow third parties to audit our security measures, and we invite customers to perform their own audits.
We are careful not to provide explicit detail about our security measures but our standard protocols include:
· Application security: traffic encryption, strongly hashed passwords, safeguards against vulnerabilities such as cross site scripting, SQL injections, phishing and others.
· Network security: firewalls and systems to detect suspicious behaviour, stop malicious attempts to gain access, or compromise the resilience of the service (e.g. DDOS attacks).
· Organisational security: access policies, audit logs and confidentiality agreements.
· Physical security: preventing unauthorized access to infrastructure processing personal data.
· Procedural security: IT management processes to minimize the risk of human errors, or testing regimes to identify software weaknesses before releasing new features to our cloud services, or policies to ensure data is only processed on instruction from our customers.
How does Atlas obtain personal data about users, and how is it used?
User data is submitted to our platforms in three ways:
1. directly by the users
2. by representatives authorised by the users (e.g. the school technology director obtains data and then uploads it to our platform)
3. via an integration with a third-party system
Data typically enters our systems via “student information systems” independently maintained and controlled by our customer schools. We import data from third-party systems only under direct instruction from our customers.
We use personal data under our protection only when we receive direct instructions from the customer. The data stored on our systems belongs directly our customers, and only a handful of Atlas staff have access to personal data under strict confidentiality and security. We process personal data independently only if it is vital to the integrity or security of the service, or to analyze or evaluate the quality of the service provided.
Can any of our users request data deletion under the “right to be forgotten”?
Likely not. A data deletion request is valid only if the lawful basis of the processing is Consent (see above), or if the original purpose is no longer valid.
We strongly recommend that our schools implement clear processes for evaluating these kinds of requests. Our Data Protection Officer can also assist with advice in difficult cases. If a data subject is granted the right to be deleted, Atlas will, either through our software or our support services, help execute these rights and confirm the deletion.
When does Atlas delete personal data?
Atlas deletes personal data when instructed by our customers, or if the contract between us and the customer is terminated. The procedures around deleting customer data upon termination of service should be provided in writing or in a Data Processor Agreement.
An instruction to delete a user in our services can either be manually performed in the platform by a customer representative or upon request to our support team.
When users are deleted in our systems, there are safeguards in place to prevent errors leading to an irreplaceable loss of data. In many cases customers will have to manually confirm the deletion of customer data, including personal data.
Are we required to provide the personal data that we store on a user when requested?
To a limited degree, yes. Your users have strong rights to transparency, information, and data access. Any data subject can request a copy of all personal data stored, provided that it does not adversely impact other users, or if the data is not already directly available.
Please note this is not an absolute right. There are other laws in place that require you to protect the data subject and others from accessing certain kinds of information. Again, we strongly recommend that you implement a clear process for evaluating this kind of request, and our Data Protection Officer can assist in difficult cases. If you grant a data subject the right of access, we will, either through our software or our support services, help execute these rights.
Our systems were built for transparency across all stakeholder groups, so the majority of data stored about a user is directly accessible via the individual user profile.
Can a user contact Atlas directly (e.g. student, parent, teacher) to exercise his rights under GDPR?
No. Under GDPR, the data subject (user) rights is between him and the controller (our customers). Any data subject requests from end users to Atlas will be handed over to the customer. Atlas will cooperate in good faith with customers to ensure they can exercise the rights of the data subjects in a prompt manner.
Does Atlas send data to third parties?
No, unless we receive instruction / confirmation from our customers or have a legal obligation to do so.
Schools often request that we integrate with a third-party tool or service, or setup this integration directly themselves using our publicly available APIs. We take steps to prevent customers from sending data to 3rd parties without complying with data protection regulations. However, it is important that our customers themselves implement safeguards to ensure that data transfer occurs in adherence with regulation.
Will Atlas notify users if a data breach has occurred?
Depending on the nature of the data breach, our customers might be required to promptly notify both the users affected and the supervising authorities. Atlas is required to notify its customers when becoming aware of a data breach, and to help them in fulfill obligations in notifying users.
Can I require a cloud service provider, like Atlas, to only host personal data in my country?
One of the GDPR’s primary objectives is the free flow of personal data inside the European Economic Area (EEA), under one common regulation. In most cases, restricting vendors in processing data across the EEA would not be permitted under GDPR.
Does Atlas process data outside the EEA? Is it allowed to process data outside the EEA?
GDPR does not forbid personal data to flow outside the EEA, but expects that any data processing outside the EEA is done following the same principles.
In addition, controllers or processors that process data outside the EEA must provide detailed information about the nature of the processing. In some cases, they must also allow customers or users to object to the processing.
Note that the European Commission has recognized Canada as a jurisdiction with ‘adequate’ data protection. To learn more, click here.
Does GDPR impact customers outside the EU?
Not legally. The EU, obviously, has no legislative power over other jurisdictions. GDPR does not offer any rights or freedoms to data subjects located outside the EU, and does not put obligations on non-EU customers that do not process data on EU/EEA data subjects.
However, Atlas offers, for the most part, the same services and same level of security to all our customers. In other words, no matter where your school is located, you will benefit from our approach to security of personal data under GDPR.
Who do I contact with further questions?
For general questions related to Atlas you can always contact our support team at support@onatlas.com.
For contractual or commercial questions, please contact your Account Manager or sales@onatlas.com.
For specific GDPR-related questions from our customers, please contact our Data Protection Officer Oleh Khomey. In addition to monitoring our own compliance and providing advice and training to our own staff, our DPO will be available to our customers and their DPOs to discuss data privacy issues.
He can be reached at dpo@fariaedu.com. Please note that any communication with our DPO must be in English.


[bookmark: _Toc63425361]Cookie Policy

Information About Our Use Of Cookies
Our websites at www.onatlas.com and www.rubiconatlas.net uses cookies to distinguish you from other users of our website. This helps us to provide you with a good experience when you browse our website and also allows us to improve our website. By continuing to browse the website, you are agreeing to our use of cookies.
A cookie is a small file consisting of letters and numbers that we store on your browser or device if you agree. Cookies contain information that is transferred to your device.

We use the following cookies:
· [bookmark: _2et92p0]Strictly necessary cookies. These are cookies that are required for the operation of our website. They include, for example, cookies that enable you to log into your school’s Atlas platform.
· Analytical/performance cookies. They allow us to recognise and count the number of visitors and to see how visitors move around our website when they are using it. This helps us to improve the way our website works, for example, by ensuring that users are finding what they are looking for easily.
· Functionality cookies. These are used to recognise you when you return to our website. This enables us to personalise our content for you, greet you by name and remember your preferences (for example, your choice of language or region).
Please note that third parties (including, for example, advertising networks and providers of external services like web traffic analysis services) may also use cookies, over which we have no control.
You may block cookies by updating the relevant settings on your device or browser to allow you to refuse the setting of some or all types of cookies. However, if you use your browser settings to block all cookies (including strictly necessary cookies) you may not be able to access all or parts of our website.
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